
DAFTAR PUSTAKA 

 

(DFAT), D. of F. A. and T. (2020). Australia’s Cyber Cooperation Program in 
ASEAN: Strengthening Regional Resilience. Canberra: DFAT. 

(ITU), I. T. U. (2022). Global Cybersecurity Index (GCI) 2022. Geneva: ITU 
Publications. 

(OECD), O. for E. C. and D. (2021). Digital Security Risk Management for 
Economic and Social Prosperity. OECD Publishing. 

(UK), N. C. S. C. (2023). LockBit Ransomware Advisory. Retrieved from 
https://www.ncsc.gov.uk/news/lockbit-ransomware 

(UNODA), U. N. O. for D. A. (2021). Norms of Responsible State Behavior in 
Cyberspace. New York: United Nations. 

(UNODC), U. N. O. on D. and C. (2020). Comprehensive Study on Cybercrime: 
Draft Report. Vienna: United Nations Office on Drugs and Crime. 

Aditya Priyatna Darmawan, I. E. P. (2025). Hacker Ransomware LockBit Klaim 
Curi 15 Juta Data BSI, Pakar: Diperkirakan sejak Libur Lebaran. Retrieved 
from Kompas.com website: https://www.kompas.com/tren/read/ 
2023/05/13/134500165/hacker-ransomware-lockbit-klaim-curi-15-juta-
data-bsi-pakar--diperkirakan?page=all&utm_source=chatgpt.com 

Agency, C. and I. S. (2023). StopRansomware: LockBit 3.0 (AA23-075A). CISA. 
Retrieved from CISA website: https://www.cisa.gov/news-events/ 
cybersecurity-advisories/aa23-075a 

Agency, C. and I. S., Investigation, F. B. of, & (UK), N. C. S. C. (2023). 
Understanding Ransomware Threat Actors: LockBit (Joint Cybersecurity 
Advisory). CISA. Retrieved from CISA website: https://www.cisa.gov/ 
news-events/cybersecurity-advisories/aa23-165a 

Aji, M. P. (2023). Sistem Keamanan Siber dan Kedaulatan Data di Indonesia 
dalam Perspektif Ekonomi Politik (Studi Kasus Perlindungan Data 
Pribadi)[Cyber Security System and Data Sovereignty in Indonesia in 
Political Economic Perspective]. Jurnal Politica Dinamika Masalah 
Politik Dalam Negeri Dan Hubungan Internasional, 13(2), 222–238. 

America’s Cyber Defense Agency. (2023). Understanding Ransomware Threat 
Actors: Lockbit. 2–3. Retrieved from https://www.cisa.gov/sites/ 
default/files/2023-06/aa23-165a_understanding_TA_LockBit_0.pdf 

 



124 

Anastasya Zalsabilla Hermawan, M. Novianto Anggoro, Ditha Lozera, & Asif 
Faroqi. (2023). STUDI LITERATUR: ANCAMAN SERANGAN SIBER 
ARTIFICIAL INTELLIGENCE (AI) TERHADAP KEAMANAN DATA 
DI INDONESIA. Prosiding Seminar Nasional Teknologi Dan Sistem 
Informasi, 3(1), 581–591. https://doi.org/10.33005/sitasi.v3i1.363 

Angel Aurelia, & Andini Egista Maheswari S. (2024). ANALISIS 
PENGIMPLEMENTASIAN “ASEAN CYBER SECURITY 
FRAMEWORK” DI SINGAPURA TAHUN 2020. Journal of Social and 
Economics Research, 6(1), 2168–2179. https://doi.org/10.54783/ 
jser.v6i1.587 

Ariyana, D., Ningtyas, S. A., Fauzi, A. M., & Ramadhan, R. Q. (2023). 
Implementasi Metode Pemindai Online Untuk Menemukan Kerentanan di 
Server Website: Studi Kasus: website gramedia. com. Journal of 
Engineering Education and Pedagogy, 1(1), 16–25. 

ASEAN Cyber Capacity Program. (2024). Cybil Portal. Retrieved from 
https://cybilportal.org 

ASEAN Cyber Capacity Program (ACCP). (2016). Cybil Cyber Policy 
Repository. Global Forum on Cyber Expertise. 

Attaqi, M. F. (2021). Implementasi Kebijakan Luar Negeri Indonesia Dalam 
Menanggulangi Cyber Crime Melalui Kerjasama Dengan Asean Periode 
2019-2021. Jakarta: Program Studi Ilmu Hubungan Internasional Fakultas 
Ilmu Sosial Dan Ilmu …. 

Azzani, I. K., Purwantoro, S. A., & Almubaroq, H. Z. (2023). Urgensi 
peningkatan kesadaran masyarakat tentang kasus penipuan online 
berkedok kerja paruh waktu sebagai ancaman negara. NUSANTARA: 
Jurnal Ilmu Pengetahuan Sosial, 10(7), 3556–3568. 

Buana, B. S. S. (2021). Kekerasan Terhadap Pers Melalui Serangan Siber: Kasus 
Pada Media Online Tempodotco. Jakarta: Fakultas Ilmu Dakwah dan Ilmu 
Komunikasi Universitas Islam Negeri Syarif …. 

Buzan, B. (2020). The transformation of global international society and the 
security agenda. Interview with Professor Barry Buzan. Security and 
Defence Quarterly, 30(3), 7–14. 

Buzan, B., Wæver, O., & De Wilde, J. (1998). Security: A new framework for 
analysis. Lynne Rienner Publishers. 

Centre, A.-J. C. (2022). Regional Cooperation and CSIRT Development in 
ASEAN. Tokyo: AJCCBC. 

 



125 

Chotimah, H. C. (2019). Tata Kelola Keamanan Siber dan Diplomasi Siber 
Indonesia di Bawah Kelembagaan Badan Siber dan Sandi Negara [Cyber 
Security Governance and Indonesian Cyber Diplomacy by National Cyber 
and Encryption Agency]. Jurnal Politica Dinamika Masalah Politik 
Dalam Negeri Dan Hubungan Internasional, 10(2), 113–128. 

CISA, FBI, & NCSC-UK. (2023a). #StopRansomware: LockBit Ransomware. 
Cybersecurity and Infrastructure Security Agency. Retrieved from 
Cybersecurity and Infrastructure Security Agency website: 
https://www.cisa.gov/news-events/alerts/2023/06/13/stopransomware-
lockbit-ransomware 

CISA, FBI, & NCSC-UK. (2023b). Understanding Ransomware Threat Actors: 
LockBit 3.0. In Joint Cybersecurity Advisory. Cybersecurity Agencies 
Joint Report. Retrieved from Cybersecurity Agencies Joint Report website: 
http://turn0cisa1 

Citaristi, I. (2022). United Nations Office on Drugs and Crime UNODC. In The 
Europa Directory of International Organizations 2022 (pp. 248–252). 
Routledge. 

Couretas, J. M. (2024). Cyber operations: a case study approach. New Delhi: 
John Wiley & Sons. 

Development, O. for E. C. and. (2021). Cybersecurity Policy Harmonization in 
ASEAN Emerging Digital Economies. In OECD Regional Cyber Policy 
Report. OECD. Retrieved from OECD website: http://turn0oecdharmon1 

Dickson, J. (2023). Information Governance and Cyber Security. Harnessing 
Digital Technology and Data for Nursing Practice-E-Book, 105. 

Directorate, I. C. (2024). Cyber Espionage & Ransomware Incident Cooperation 
Assessment. In INTERPOL ASEAN Regional Threat Report. INTERPOL 
Cyber Operations Asia. Retrieved from INTERPOL Cyber Operations 
Asia website: http://turn0interpolespion1 

Dowling, M.-E. (2022). Cyber information operations: Cambridge Analytica’s 
challenge to democratic legitimacy. Journal of Cyber Policy, 7(2), 230–
248. https://doi.org/10.1080/23738871.2022.2081089 

Eliando, E., & Purnomo, Y. (2022). LockBit 2.0 Ransomware: Analysis of 
infection, persistence, prevention mechanism. CogITo Smart Journal, 8(1), 
232–243. 

Europol. (2023). Internet Organised Crime Threat Assessment (IOCTA) 2023. 
The Hague: European Union Agency for Law Enforcement Cooperation. 

 



126 

Europol. (2024a). European Serious and Organised Crime Threat Assessment 
(SOCTA 2025). Europol. Retrieved from Europol website: 
https://www.europol.europa.eu 

Europol. (2024b). Operation Cronos: Global Action Disrupts LockBit 
Ransomware Infrastructure. Retrieved from https://www.europol. 
europa.eu/media-press/newsroom/news/operation-cronos-global-action-
disrupts-lockbit-ransomware-infrastructure 

Europol. (2024c). Operation Cronos: International law enforcement dismantles 
LockBit ransomware infrastructure. Europol. Retrieved from Europol 
website: https://www.europol.europa.eu/ 

Fadli, M., Widijowati, D., & Andayani, D. (2024). Pencurian Data Pribadi di 
Dunia Maya (Phising Cybercrime) yang ditinjau dalam Perspektif 
Kriminologi. Co-Value Jurnal Ekonomi Koperasi Dan Kewirausahaan, 
14(12). 

Ginanjar, Y. (2022). Strategi Indonesia Membentuk Cyber Security Dalam 
Menghadapi Ancaman Cyber Crime Melalui Badan Siber Dan Sandi 
Negara. Dinamika Global: Jurnal Ilmu Hubungan Internasional, 7(02), 
295–316. 

Grabosky, P. (2017). Cyber Crime: Digital Threats, Real Consequences. 
Routledge. 

Hoshmand, M. O., & Ratnawati, S. (2023). Analisis Keamanan Infrastruktur 
Teknologi Informasi dalam Menghadapi Ancaman Cybersecurity. Jurnal 
Sains Dan Teknologi, 5(2), 679–686. 

Hsiao, H. H. M., Dios, J., Daroy, P. B., & Kalaw-Tirol, L. (2021). Routledge 
Handbook of the Contemporary Philippines (hal. 262-72). Routledge. 
Tadem, TSE (2019b). The Middle-Class-Led Left Movement in Civil 
Society’s Role in the Philippines’ Democratization Process. In. PANDEMI 
DI ASIA YANG NEOLIBERAL, 1(01.2021), 92. 

Ilaina, A. S. A., & Nugraha, I. F. (2025). Kesenjangan Kapabilitas Keamanan 
Siber Indonesia dalam Mitigasi Serangan Siber Pada Layanan Publik 
Digital Tahun 2020-2025. Triwikrama: Jurnal Ilmu Sosial, 8(6), 141–150. 

Indonesia, B. S. dan S. N. R. (2024). BSSN hadiri The 5th ASEAN Cybersecurity 
Coordinating Committee (ASEAN Cyber-CC). BSSN. Retrieved from 
BSSN website: https://bssn.go.id/ 

Indonesia, C. N. N. (2024). LockBit 3.0 disebut sebagai dalang serangan PDN, ini 
penjelasannya. CNN Indonesia. Retrieved from https://www.cnn 
indonesia.com/ 



127 

InfoSecurity, E. (2023). Ensign Threat Landscape Report. Retrieved from 
https://www.ensigninfosecurity.com/ 

Interpol. (2023). ASEAN Cybercrime Operations Desk: Annual Assessment Report 
2023. Singapore: INTERPOL. 

Interpol. (2024). Asia and South Pacific Cyberthreat Assessment Report 2024. 
Lyon: INTERPOL. Retrieved from INTERPOL website: 
https://www.interpol.int/content/download/22308/file/Asia and South 
Pacific Cyberthreat Assessment Report 2024-4.pdf 

INTERPOL. (2024). ASEAN Cybercrime Operations Desk: Annual Assessment 
Report 2024. Singapore: INTERPOL. 

Investigation, F. B. of. (2024). LockBit Ransomware Enforcement Actions. 
Retrieved from https://www.fbi.gov/news/stories/lockbit-ransomware-
enforcement-actions-021624 

Ismail, I., SALMON, I. P. P., Haryanto, H., Rahmat, I., AZIZ, M. H., Prawoto, E. 
R., & Setiadji, A. (2022). Pemolisian Masyarakat Di Era Demokrasi. 

Jackson, R., & Sorensen, G. (2007). Introdução às relações internacionais. Rio de 
Janeiro: Jorge Zahar. 

Jayakumar, S. (2020). Cyber attacks by terrorists and other malevolent actors: 
Prevention and preparedness with three case studies on Estonia, Singapore, 
and the United States. Handbook of Terrorism Prevention and 
Preparedness, 871–925. 

Judijanto, L., & Nugroho, B. (2025). Regulasi Keamanan Siber dan Penegakan 
Hukum terhadap Cybercrime di Indonesia. Sanskara Hukum Dan HAM, 
3(03), 118–124. 

Kannaby, A. H. (2020). Prospek Implementasi Asean Cybersecurity Cooperation 
Strategy Dalam Menghadapi Ancaman Keamanan Siber Di Asia 
Tenggara. Surabaya: UNIVERSITAS AIRLANGGA. 

Kaspersky. (2024). LockBit Green: The Evolution of a Ransomware Empire. 
Kaspersky Security Bulletin. 

Keohane, R. O. (2005). After Hegemony: Cooperation and Discord in the World 
Political Economy. Princeton: Princeton University Press. 

Keohane, R. O., & Nye, J. S. (2001a). Power and Interdependence: World 
Politics in Transition (3rd ed.). New York: Longman. 

Keohane, R. O., & Nye, J. S. (2001b). Power and Interdependence (3rd ed.). New 
York: Longman. 



128 

Keohane, R. O., & Nye, J. S. (2003). Redefining accountability for global 
governance. Governance in a Global Economy: Political Authority in 
Transition, 386–411. 

Keuangan, O. J. (2024). Pedoman Keamanan Siber Bagi Penyelenggara Inovasi 
Teknologi Sektor Keuangan (ITSK). Jakarta: Otoritas Jasa Keuangan. 

Kim, K., Lee, S., Ramachandran, S., & Alzahrani, I. (2025). Cryptocurrency-
driven ransomware syndicates operating on the darknet: A focused 
examination of the Arab world. Egyptian Informatics Journal, 30, 100665. 
https://doi.org/10.1016/j.eij.2025.100665 

Kshetri, N. (2019). Cybercrime and Cybersecurity in the Global South. Palgrave 
Macmillan. 

Kusuma, A. C., & Rahmani, A. D. (2022). Analisis Yuridis Kebocoran Data Pada 
Sistem Perbankan Di Indonesia (Studi Kasus Kebocoran Data Pada Bank 
Indonesia). SUPREMASI: Jurnal Hukum, 5(1), 46–63. 

Langford, D., Fellows, R. F., Hancock, M. R., & Gale, A. W. (2014). Human 
resources management in construction. Routledge. 

Ltd, S. (2023). The State of Ransomware 2023. Sophos Ltd. 

Lubis, A. F. (2024). Implementasi Undang-Undang Nomor 3 Tahun 2002 tentang 
Pertahanan Negara dalam Menghadapi Gangguan Militer. Jurnal Begawan 
Hukum (JBH), 2(1), 310–319. 

Manurung, J., & Finaldin, T. (2025). Peran ASEAN melalui Cybersecurity 
Cooperation Strategy (ACCS) dalam Menangani Kejahatan Siber di 
Indonesia. Global Mind, 7(1), 31–38. 

Mathis, R. L., & Jackson, J. H. (2024). Human Resource Management. 
International Student Edition. South-Western, adivision of Thomson 
Learning. Singapore. 

Mubarak, A. S., Insirat, M. N., & Lutfiya, M. N. (2024). Ransomware: Evolution, 
Classification, Attack Phase, Detection and Prevention. Prosiding Seminar 
Nasional Teknik Elektro, Sistem Informasi, Dan Teknik Informatika 
(SNESTIK), 1(1), 1–6. 

Munajat, A. A., & Yusuf, H. (2024). Peran teknologi informasi dalam pencegahan 
dan pengungkapan tindak pidana ekonomi khusus: Studi tentang kejahatan 
keuangan berbasis digital. Jurnal Intelek Insan Cendikia, 1(9), 4853–4865. 

Negara, B. S. dan S. (2023). Lanskap Keamanan Siber Indonesia 2023. Jakarta: 
Badan Siber dan Sandi Negara. Retrieved from Badan Siber dan Sandi 
Negara website: https://iasii.id/wp-content/uploads/Lanskap-Keamanan-
Siber-Indonesia-2023.pdf 



129 

News, A. (2024). Kaspersky Deteksi 36 Juta Ancaman Siber Lokal di Indonesia 
pada 2024. Retrieved from https://www.antaranews.com/berita/4656245/ 
kaspersky-deteksi-36-juta-ancaman-siber-lokal-di-indonesia-pada-2024 

News, I. (2024). Ngeri Ada 122,79 Juta Serangan Siber ke RI, Sektor Ini Target 
Utamanya. Retrieved from https://infobanknews.com/ngeri-ada-12279-
juta-serangan-siber-ke-ri-sektor-ini-target-utamanya/ 

Noriza, A., & Munib, M. A. (2023). Perlindungan Atas Hak Rahasia Status Medis 
Orang Dengan HIV/Aids (Odha) Berdasarkan Peraturan Pemerintah No. 
10 Tahun 1966 Tentang Wajib Simpan Rahasia Kedokteran (Studi Di 
Rsud Dr. R. Sosodoro Djatikoesoemo Bojonegoro). JUSTITIABLE-Jurnal 
Hukum, 6(1), 19–32. 

Novianty, D. (2025). Riset: Serangan Siber Lokal Turun, Indonesia Peringkat 71 
Dunia. Retrieved from Suara.Com website: https://www.suara.com/tekno/ 
2025/02/25/074708/riset-serangan-siber-lokal-turun-indonesia-peringkat-
71-dunia?utm_source=chatgpt.com 

OECD. (2021). Digital Security Risk Management for Economic and Social 
Prosperity. Paris: OECD Publishing. 

Operations, E. C. (2024). LockBit Ransomware Infrastructure Joint Takedown 
Report. In Europol Joint Cyber Ops Report. Europol. 

Pitchay, S. A., Suhaimi, A. S., Ridzuan, F., Ab Halim, A. H., & Alwi, N. H. M. 
(2025). Beyond the Board: CYBERPOLY as a Multidimensional Gamified 
Learning Tool for Cybersecurity Awareness. Journal of Advanced 
Research in Computing and Applications, 40(1), 106–116. 

Portal, C. (2016). ASEAN Cyber Capacity Programme (ACCP). Global Forum on 
Cyber Expertise. Retrieved from Global Forum on Cyber Expertise 
website: https://cybilportal.org/projects/asean-cyber-capacity-programme-
accp 

Pratiwi, A. R., & Hidayati, M. N. (2022). Penegakan hukum privasi pada aktivitas 
perdagangan elektronik. 

Primawanti, H., & Pangestu, S. (2020). Diplomasi Siber Indonesia Dalam 
Meningkatkan Keamanan Siber Melalui Association of South East Asian 
Nation (Asean) Regional Forum. Global Mind, 2(2), 1–15. 

Pujayanti, A., Roza, R., & IP, S. (2019). Diplomasi Indonesia dan Pembangunan 
Konektivitas Maritim. Yayasan Pustaka Obor Indonesia. 

Putra, R. D., & Supartono, S. (2018). Ancaman Siber Dalam Persfektif Pertahanan 
Negara (Studi Kasus Sistem Pertahanan Semesta). Peperangan Asimetris 
(PA), 4(2). 



130 

Research, T. M. (2023). LockBit Ransomware: Analysis of Techniques and Global 
Impact. Trend Micro Research. 

Rizki, M. (2022). Perkembangan Sistem Pertahanan/Keamanan Siber Indonesia 
dalam Menghadapi Tantangan Perkembangan Teknologi dan Informasi:-. 
Politeia: Jurnal Ilmu Politik, 14(1), 54–62. 

Rosy, A. F. (2020). Kerjasama Internasional Indonesia: Memperkuat Keamanan 
Nasional di Bidang Keamanan Siber: Indonesia’s International 
Cooperation: Strengthening National Security in the Field of Cyber 
Security. Journal of Government Science (GovSci): Jurnal Ilmu 
Pemerintahan, 1(2), 118–129. 

Rourke, J. T. (1995). International Politics on the World Stage (5, Ed.). 
Connecticut: Dushkin Publishing Group. 

Santoso, J. T. (2023). Teknologi Keamanan Siber (Cyber Security). Penerbit 
Yayasan Prima Agus Teknik, 1–173. 

Sarwono, J. (2010). Pengertian dasar structural equation modeling (SEM). Jurnal 
Ilmiah Manajemen Bisnis Ukrida, 10(3), 173–182. 

Schatz, D., & Bashroush, R. (2017). Economic valuation for information security 
investment: a systematic literature review. Information Systems Frontiers, 
19, 1205–1228. 

Secretariat, A. (2016a). ASEAN Cyber Capacity Program Launch Document. In 
ASEAN Secretariat Publication. ASEAN Secretariat. Retrieved from 
ASEAN Secretariat website: http://turn0asean1 

Secretariat, A. (2016b). Joint Statement on the Launch of the ASEAN Cyber 
Capacity Program (ACCP). Jakarta: ASEAN Secretariat. 

Secretariat, A. (2021). ASEAN Cybersecurity Cooperation Strategy 2021–2025. 
JakartaTY - JOUR AU - Chrisman, J. J. AU - Chua, J. H. AU - Sharma, P. 
TI - Trends and directions in the development of a strategic management 
theory of the family firm JO - Entrepreneurship Theory and Practice VL - 
29 IS - 5 SP - 555 EP - 576 PY - 2005 E: ASEAN. Retrieved from 
ASEAN website: https://asean.org 

Secretariat, A. (2022a). ASEAN CSIRT Network Development and Cooperation 
Report. In ASEAN CERT/CSIRT Regional Assessment. ASEAN Cyber 
Division. Retrieved from ASEAN Cyber Division website: 
http://turn0aseancsirt2 

Secretariat, A. (2022b). ASEAN Cyber Capacity and CSIRT Cooperation in 
Southeast Asia. ASEAN. Retrieved from ASEAN website: 
https://asean.org 



131 

Secretariat, A. (2023a). ASEAN Cyber Capacity Program (ACCP): Building 
Regional Cyber Resilience. Jakarta: ASEAN Publications. 

Secretariat, A. (2023b). ASEAN Cybersecurity Initiatives Report. ASEAN. 
Retrieved from ASEAN website: https://asean.org 

Secretariat, A. (2023c). ASEAN Digital Integration Index Report. ASEAN 
Secretariat. Retrieved from ASEAN Secretariat website: https://asean.org 

Secretariat, A. (2023d). ASEAN Digital Masterplan 2025: Strengthening Digital 
Resilience in Southeast Asia. Jakarta: ASEAN Secretariat. 

Singapore, C. (2024). Information for Security & IT Professionals. Cyber Security 
Agency of Singapore. Retrieved from https://www.csa.gov.sg 

Singapore, C. S. A. of. (2021). ASEAN-Singapore Cybersecurity Centre of 
Excellence Annual Summary. CSA Singapore. Retrieved from CSA 
Singapore website: https://www.csa.gov.sg 

Singapore, C. S. A. of. (2022). Creation of Global Forum on Cyber Expertise 
Southeast Asia Liaison Position. Cyber Security Agency of Singapore. 
Retrieved from https://www.csa.gov.sg/news/press-releases/gfce-
southeast-asia-liaison-position/ 

Singapore, C. S. A. of. (2023). ASEAN Cyber Capacity Programme (ACCP). 
Retrieved from https://www.csa.gov.sg/our-programmes/asean-cyber-
capacity-programme/ 

Singapore, M. of F. A. of. (2022). Singapore and the ASEAN Cyber Capacity 
Programme (ACCP). Retrieved from https://www.mfa.gov.sg/ 
SINGAPORE-AND-THE- 

Singapore, P. (2023). PM Lee Hsien Loong at the Singapore International Cyber 
Week Opening Ceremony. Prime Minister’s Office Singapore. Retrieved 
from https://www.pmo.gov.sg/Newsroom 

Siswanto, R. A. (2025). Bisnis di Indonesia Jadi Target Ransomware Tertinggi di 
Asia Tenggara. Retrieved from Pricebook website: https://www. 
pricebook.co.id/article/news/15096/bisnis-di-indonesia-jadi-target-
ransomware-tertinggi-di-asia-tenggara?utm_source=chatgpt.com 

Solikhawati, A., & Samsuri, A. (2023). Evaluasi Bank Syariah Indonesia Pasca 
Serangan Siber: Pergerakan Saham dan Kinerja. Jurnal Ilmiah Ekonomi 
Islam, 9(3), 4201–4208. 

Sri Yanto, S. T., Perwita, A. A. B., Susanto, M., Dewanto, I. H., Soemantri, A. I., 
SE, M. M., … Winarna, A. (2024). Manajemen Pertahanan: Telaah 
Ancaman dalam Membangun Postur Pertahanan 2045. Indonesia Emas 
Group. 



132 

Subandowo, M. (2022). Teknologi pendidikan di era society 5.0. Jurnal 
Sagacious, 9(1). 

Sudirman, M., Handayani, M., Fauzi, A., Devianti, F. F., Gunawan, N. A., 
Puspita, A. D., … Musyaffa, A. (2024). Menganalisis penanganan 
kebocoran data pengguna Facebook dalam konteks manajemen sekuriti. 
Jurnal Portofolio: Jurnal Manajemen Dan Bisnis, 3(3), 269–282. 

Sunggara, M. A., & Hariansah, S. (2024). Challenges and Threats of Cybercrime 
in Indonesia: A Review of Legal and Information Technology Aspects 
Related to Ransomware Attacks on Indonesia’s National Data Center. 
Pakistan Journal of Criminology, 16(431). 

Tan, R., Saputri, U., Xiao, J., Liu, J., & Ekeh, D. (2024). A Closer look at the 
Famous Ransomware Groups. In Ransomware Evolution (pp. 18–29). 
CRC Press. 

Technology, S. (2025). Tren Phishing dan Ancaman Siber di Indonesia Tahun 
2025. Retrieved from https://sistema.co.id/Article2.html 

Tommy, S., & Nasution, M. I. P. (2025). Evaluasi Manajemen Risiko Keamanan 
Siber pada Infrastruktur Digital Pemerintah: Studi Kasus Pusat Data 
Nasional (PDN). Jurnal Ilmiah Ekonomi Dan Manajemen, 3(6), 330–346. 

Trade, D. of F. A. and. (2020). Cyber Capacity Building: Southeast Asia & 
ASEAN Progress. In Australian DFAT Official Report. Australian 
Government. Retrieved from Australian Government website: 
http://turn0dfat1 

Unit, S. C. T. (2023). LockBit 3.0: The Next Evolution of Ransomware-as-a-
Service. Secureworks. 

Van Meter, D. S., & Van Horn, C. E. (1975). The policy implementation process: 
A conceptual framework. Administration & Society, 6(4), 445–488. 

Vishnevskaya, N., & Zudina, A. (2020). Worker Displacement: OECD Policies. 
World Economy and International Relations, 64(7), 17–25. 
https://doi.org/10.20542/0131-2227-2020-64-7-17-25 

Wall, D. S. (2007). Cybercrime: The Transformation of Crime in the Information 
Age. Polity Press. 

Wibowo, D. S., Nishom, M., & Abidin, T. (2024). Pengumpulan Informasi pada 
Situs Web Dengan Menyusun Kerangka Kerja Keamanan Siber NIST. 
Jurnal Informatika: Jurnal Pengembangan IT, 9(1), 1–6. 

Yuniarti, D. R., Alfarizy, H. F., Siallagan, Z., & Rizkyanfi, M. W. (2023). 
Analisis Potensi Dan Strategi Pencegahan Cyber Crim Dalam Sistem 
Logistik Di Era Digital. Jurnal Bisnis, Logistik Dan Supply Chain 
(Blogchain), 3(1), 23–32. 


