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One of the most widely methods of authentication is use user-id and password that entered on the login form.
Users only need to memorize user-id and password then can login anywhere. But usually, users choose short
and weak user-id and password that are easily stolen by brute force techniques. Brute force attacks are one of
the most common attacks. The method is entry user-id and password on the login form repeatedly until attacker
got a valid password. One alternative to overcome a brute force attack is use Password Guessing Resistant
Protocol (PGRP). PGRP limits the number of failed login on login form. If the number of failed login reaches
the specified number, then to re-login, user should contact system administrator in order to access login page
again. This research is done on academic information system of Diponegoro University that not yet used security
system on login form. Login form security is done by logging mechanism of IP Address and 2 level of security.
If IP address is not recorded, ATT Challenge will appear, and user must pass this challenge to continue. At
the security level, each security level is only allowed for 3 logins. At level 1, if after 3 failed login, user will be
suspended for 1 minute. At level 2, if the login still fails then the user will be disabled. To reactivate, the account
owner must contact the system administrator.
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1. INTRODUCTION

Information system is a set of components that interconnect, col-
lect, process, store, and distribute information to support decision
making and supervision within an Urganizalion.l In information
system, authentication is used as a means to access a system
that is confidential and limited. One of the most widely used
methods is to use user-id and password entered on the login
form."* Besides being cheap and does not require any enhance-
ments, user-id and password usage is also convenient. Users
only need to memorize user-id and password then can login
anywhere.”

Nevertheless, use of user-id and password is not without weak-
ness. Users often choose short and weak user-id and password
that are easily stolen by brute force techniques. Brute force
and dictionary attacks are common attacks observed in web
applications.*” In this type of attack, attacker runs an auto-
malted program to guess the password. Brute force attacks and
dictionary attacks can be avoided by applying a locking mech-
anism in the system if it exceeds the number of failed login
attempts.** One of those used is Automated Turing Tests (ATT,

*Author to whom correspondence should be addressed
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like CAPTCHA). ATT is one of the most effective defenses
against online password guessing attacks.

However, this is an uncomfortable approach for legitimate
users who have to answer ATT on every login attempt.” Users
generally feel that by being an authorized user and placing the
correct username and password, he should get immediate access
without going through ATT. Users increasingly dislike ATT for
claiming this as an unnec

ssary step. Thus, a new protocol has
been introduced that is Password Guessing Resistant Protocol
(PGRP).

In PGRP, legitimate users of known machines are restricted to
go through ATT while enforcing ATT after several failed login
attempts.® This is identified by the IP address stored on the login
server as a white list, or cookies stored on the client machine.
White list IP or cookies will expire after a certain time. It helps
to avoid bots by enforcing ATT for users who try to login from
unknown users and make some failed login attempts.” It will be
more convenient for authorized users. The objectives of PGRP
are as follows:*

1. PGRP protocol should make brute force and dictionary
attacks ineffective.
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2. The protocol does not have to create legitimate users and
other additional steps, just enter the login information.

3. The protocol should be easy to manage and scalable, requiring
minimum computing resources in terms of memory, processing
time, and disk space.

2. EXPERIMENTAL DETAILS

The idea of this research is to improve security system of aca-
demic information system of Diponegoro University. The concept
of password guessing resistant protocol on information system
shown at Figure 1.

‘When user enters a username and password, it will be checked.
If username and password are valid, then the user's IP address
will be saved on the white list and user is given a permissions to
access information system according to the user group. If user-
name and password are invalid, then it will be checked if user’s
IP address is listed on the white list.

If TP address is recorded, level 1 security flag will be added. If
level 1 safety flag has reached the number 3, then level 2 security
flag will be added and user will be given a | minute delay to
access login form again. If level 2 security flag reaches number
3 then user will be disabled and should contact the administrator
for access.

If IP address is not listed on white list, then user will be given
an ATT challenge. If ATT challenge is unsuccessful by user, then
user will be disabled and should contact the administrator for
access again.
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Fig. 2. CAPTCHA form will appear when ip address not in whitelist

3. RESULTS AND DISCUSSION

ATT Challenge is performed if user’s computer ip address is not
on the specified list. If login attempt is failed, system will check
the list of ip address that stored on the system. If ip address of a
user who has failed login is not listed, it will display ATT Chal-
lenge (CAPTCHA) form along with system login form. When
ATT Challenge is successfully passed (CAPTCHA field valid),
user’s ip address will be saved in whitelist. In this case, ATT

User pass a++ No
valid 7
Yes
ATT Challenge Clear a and b b++
AT CH Grant acces No
valid? Capture IP adrr delay 1 minute
A ‘ll ‘L Yes
User Block
End

Fig. 1.
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Concept of password guessing resistant protocol on information system
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Fig. 4. View page of temporary block account.

Challenge is not necessary for next login. But if the ATT Chal-
lenge fails, the user account will be disabled.

Figure 2 is an image that will appear when a login fails and
user’s computer ip address is not in the saved list. If user entry
captcha correctly, user’s ip address will be added to the saved list.
However, if the captcha is not correct, account will be disabled
and an error message as in Figure 3 will appear when the user
log in.

Every login fail will be registrate security level flags 1 and 2
in accordance with the conditions. In initial conditions, login fail
will record on level 1 security flag (field secure 1). It also record-
ing failed login time occurs and stored in field lastattempt. If
the contents of secure 1 has reached 3, then level 2 security flag
(secure 2) will be added. This addition is continued by reseiting
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secure 1, so next failed login will be recorded on secure 1. If
secure 1 value has reached 3, user account will be temporarily
disabled for 1 minute. This repeats on secure 2. If the value of
secure 2 becomes 3, then account will be permanently disabled
and must contact information system manager if it wants to be
reactivated. View page of login failed process on academic infor-
mation system is shown on Figure 4.

4. CONCLUSION

PGRP method is use to improve security system on academic
information system of Diponegoro University. ATT Challenge on
PGRP method is performed if user’s computer ip address is not
listed on whitelist. If ATT Challenge is successful, ip address
will be added to the address list stored on the system. How-
ever, if ATT Challenge fails, account will be disabled and to
activate it, user should contact the information system manager.
There are added 2 (two) security levels designed using PGRP
method in this academic information system that performed if
user’s ip address listed on whitelist. If first level security sys-
tem is skipped, the user account will be temporarily disabled for
| minute. If second level security system is bypassed, the user
will be permanently disabled, and to activate it the user should
contact the academic information system manager.
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