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ABSTRAK

Pada akhir tahun 2020, insiden peretasan masif menargetkan perusahaan
teknologi SolarWinds yang merupakan perusahan supply chain dan berdampak
pada 18.000 entitas global. Amerika Serikat menjadi korban utama melalui
malware SUNBURST yang berhasil menginfiltrasi sembilan lembaga federal.
Investigasi mengatribusikan serangan ini kepada kelompok Cozy Bear (APT 29)
yang disponsori oleh Badan Intelijen Asing Rusia (SVR). Penelitian ini bertujuan
menganalisis respons Amerika Serikat dalam menanggapi ancaman spionase siber
tersebut.

Penelitian ini dilakukan melalui metode kualitatif deskriptif analitis.
Dalam menganalisis permasalahan, penelitian ini menggunakan kerangka teori
Rational Actor Model (RAM) dan cyber deterrence.

Hasil penelitian menunjukkan bahwa Amerika Serikat merespons dengan
kalkulasi rasional yang mengutamakan cost terendah dan benefit tertinggi.
Berdasarkan analisis tersebut, respons Amerika Serikat terbagi ke dalam empat
strategi deterrence. Deterrence by punishment dilakukan melalui peningkatan
penerapan defend forward, sanksi ekonomi terhadap perusahaan teknologi Rusia
dan pengusiran 10 diplomat. Deterrence by denial dilakukan melalui penguatan
pertahanan siber domestik dan memperbaharui arsitektur keamanan teknis.
Deterrence by entanglement dan norms dilakukan melalui internasionalisasi isu
dengan melibatkan sekutu untuk memberikan sanksi reputasi bagi Rusia.
Kombinasi respons-respons ini dipilih sebagai langkah strategis untuk
memulihkan keamanan nasional tanpa memicu eskalasi konflik lebih luas.

Kata Kunci: SolarWinds, Keamanan Siber, Rational Actor Model, Cyber
Deterrence.
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ABSTRACT

In late 2020, a massive hacking incident targeted the supply chain technology
company SolarWinds, impacting 18,000 global entities. The United States became
the primary victim through the Sunburst malware, which successfully infiltrated
nine federal agencies. Investigations attributed this attack to the Cozy Bear group
(APT 29), sponsored by the Russian Foreign Intelligence Service (SVR). This
research aims to analyze the United States response in addressing this cyber
espionage threat. This research was conducted using a descriptive-analytical
qualitative method. In analyzing the issue, this study employs the theoretical
frameworks of the Rational Actor Model (RAM) and cyber deterrence. The
research findings indicate that the United States responded with a rational
calculation that prioritized the lowest costs and highest benefits. Based on this
analysis, the United States' response is categorized into four deterrence strategies.
Deterrence by punishment was executed through the increased application of
defend forward, economic sanctions against Russian technology companies, and
the expulsion of 10 diplomats. Deterrence by denial was conducted by
strengthening domestic cyber defenses and updating the technical security
architecture. Deterrence by entanglement and norms were carried out through the
internationalization of the issue, involving allies to impose reputational sanctions
on Russia. The combination of these responses was selected as a strategic
measure to restore national security without triggering a broader escalation of the
conflict.

Keywords: SolarWinds, Cybersecurity, Rational Actor Model, Cyber Deterrence
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